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Employee Express - PIV Card Registration
Instructions

Steps for Registering your GSA Access/PIV Card

1. Navigate to https://www.employeeexpress.gov/DefaultLogin.aspx.

2. Insert your GSA Access Card* into the card reader of your computer.
a. * Note: The GSA Access Card is also known as the PIV (Personal Identity
Verification), GAC (Government Access Card) or HSPD-12 (Homeland Security
Presidential Directive 12) Card.

3. Select Login with Your PIV Smartcard.

EMPLOYEE CHANGES? NO BIG DeAL!

PRESS

Welcome to Employee Express

Employes Express puts federal employees in control of their payroll-persennel information. View a list of participating agencies.

This U. 5. govemment system is to be used by suthorzed users only. Information from this system resides on computer systems funded by the government.

The dats and documents on this system include Federsl records that contsin sensitive information protected by various Federsl statutes, including the Privacy Act, &
U.5.C. § 562a.

All sccess or use of this system constitutes wser understanding snd acoeptsnce of these terms and constitutes unconditional consent to review, monitor, record, sudit
and tske sction by sl suthorized govemment an enforcement personnel.

Unauthorized user sttempts or acts to (1) acoess, view, upload, change, or delete information on this system, (2) medify this system, (3) deny access to this system,
{4} accrue resources for unsuthorized wse or (5) otherwise misuse this system ars stricthy prohibited. Such attempts or acts are subject to action that may result in
criminzl, civil, or administrative penalties.

Log in with Your Employee Express Login ID & Log in with Your PIV Card

Password

Legin ID: — Log on with your

| |Shcw Legin ID )} = PIV Smartcard
[ {Insert Card First)

Password:

Forgot Login ID or Password?

Please ensure your Pop-up Blocker and Caps Lock are set to
off

([

\,
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4. Click on the Authentication certificate, and press OK.
a. For Windows XP, follow step 4b-4c; for Windows 7, follow steps 4d-4e

FWindws- Security L

Select a Certificate

Bsuer: Social Securnty Administratio..,
WVahd Fraas: 271072011 te 1 272900013

Click heve to view certificate prope..,

= Authentication Certificate - ..
| haver: Social Security Administratio...

Wahe Fram: 271072011 te 12753013

r _‘1 Signing Certificate - Lawre...

-

b. For Windows XP: Click on a certificate, and click View Certificate.

Choose & digital certilicale

- Idenkification
[ The website you wank bo view requests identification.
o % Pleass choose a certificate.
|!ﬁ|m' |
[ Entrust Managed Services 55..,
LESLIE [WaVES Entrust Mansgsd Services 55...
Maore Info... | View Certificate... |
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c. Choose the Certification Path tab. Select the certificate labeled PIV
Authentication Key for EEX authentication, and click OK.

Certificote [ 7] =]
General | Detals Sertification Path |

Cartification path

[ Entrust Managed Sarvices Root CA
Ertr St

Ceatificate stabus:
This certificate & OF,

=]

d. For Windows 7: Click on one of the certificates listed, and choose Click here to
view certificate properties.

i. Note: The certificate must be highlighted before the hyperlink Click here
to view properties appears.

Windows Security Y

Select a Certificate

[——| Signing Certificate - Lawre...

| Issuer: Social Security Administratio...
Valid From: 2/10/2011 to 12/29/2013

\ Click here to view certificate prope...

' | Authentication Certificate - ..
| Issuer Social Security Administratio..,
| Valid From: 2/10/2011 to 12/29/2013

[ ok || Cancel
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e. Choose the Certification Path tab. Select the certificate labeled PIV
Authentication Key, and click OK.

| Certificate Details g

| Gerwral | Detads Certification Path

Certification path

'_._' 1.5 Government Common Poloy
—FJ Entrust Managed Services Root &4
55 Envtrust Manag :
| LESLIE DAVIS'S U5, Govermment PIV Authenboaton K-

Cerbficate stabus:

’TMwmhhs oK.

Loy oo abist par tfoation puithy

)

5. Once you've selected the correct certificate, enter your PIN in the dialog box that pops
up, and click OK.

ActivClient Login

Actividentity

ActivClient

| O I Cancel
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6. Enter your Employee Express login ID and password, and click on Register PIV Card.

I Hrogeslratos - Windows [nbrrr

CHAMGEST NO B DERL|

Eriway Polley | Security | FAG | Derfert s | Help | Bredbure.

PIV Card User Registration

Tha rformabon requiited Bilow o regared 1o vabdsle your sicess for FIV Cand Autherticaton, IF you 85 rot know your
Emplosss Exprass Password, you will ragd to reguest & i paseond. Onc e youe e Dassword o recvied, yois wil be

ably o use it 16 Gn JCoRS. LOIE of Forcot Paigwond?
Maais dlar your Lagin 1D (e dashag): | ...... - A0 dashis)
PMease enter your Employes Express Passrnond: |........:
Your Agency for PI¥ Card Authentication: Office of Fersonnel Managemsnt
[ Frigpatar PV Card | Cangal |

Hrvmpkiryew Fapress - Charges ! 50 BIL STALY
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7. If your login is your Social Security Number, you will be prompted to change your login
twice; follow the same process as before by entering your Employee Express login ID
and password, and clicking Register PIV Card. Follow the instructions to ensure your
new login ID complies with security requirements.

EMPLOYEE CHANGES? MO BIG DEALI

PRESS Briuay Py | Security | FAG | forfact B | Help | Brpsiary
PIV Card User Registration

Tha rformabion msguested Balow o megured 1o vabd e your soceds for PIv Cand Luthesic abon, IF you d6 ral Inas your
Emploiis Exprass Password, you will nad f0 roquest & niw password. Onca your e pakswond & receved, you wel be

able 1o vl it 0o G JCORES, Liid of Forgot Pakiwnnd?
Please enter your Login 1D (mo dashes): |......... A daEhEE)
Plesse enter your Employan Express Pas ceond: | ...... =
our agency for PIY Card suthentication: Office of Fersonnel Managoement
[ Fegrater PIY Card | Cancel |

Arrghrpes [apress - Chages ! w0 BIL SALY
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8. Once you register your PIV Card, you will see a webpage (shown below) with security
information. You have now successfully completed the card registration process.

EMPLOYEE 57 NO BiG DeAL!

FPRESS Privacy Polley | Secersty | FAG | Contasct Uy | Mol | frechors

Security Alert Message
Employes Express Seourity Alert - Protecting Your Information

ate Login ID

It 15 redpared thal users kg oy 0o Empeoyess Exgress usng an aitemate kdgen 1D other than tihesr sofaal
sprunty rmber.

Tio change your uniqua logn ID, folow the nk entitied Charge Logn 1D (moe)
Last Login Date

Emploes Evprass duplays the date that you Last logged on to the system on the Main Merw page. Be
sure bo wenify that it matches the kst time that youw accessed the system, If it doss not, contact the
Emplaies Evprass Mo Detk,

Emails from Employee Express

Employee Evpress doas pot send e-mad messages asting customess to update o vakdate information
Do ot respond bo anoe-mal claming tobe from Employes Exprass that requests your peesond | (o)

Fasswiords

‘Pour Employes Express passwond shiuld be somathing ordy ywou bnow and should not b shared with
anyong, Changing your password frequently will help to reduce the chance of someone efse gainng a

1100
Miscellaneous Malicious Activity /Atbempts to Access User Accounts

in the past, it was discowered that home compubers of Employes Express users were mfected with
mabcais softwane by a suspecied cominal sowce. & piece of software knten as 3 rootkit was ins
(o)

User Responsibility

Employee EXprass USes a vanety of secunty fealures to protect wfoematon and data i the Esployes
Express ervironient and i s iransmesoon 1o wsers’ pompluters, We want bo remend Customess (moe)

Public Computar Usage

To encure the confidentesbty of data wewed within this apphcation, we strongly dvise USers 10 access

Crnplnicnn Comamer s ramcand mecosrssseet mabuosl snssrbar e gl mesbrnbnd s sseme ol srm foaman®
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Troubleshooting
Issues with Registering your Card in Employee Express

PIV Card Missing or Wrong Certificate

If you see the error message “Your PIV Card (badge) is missing or you may have chosen the wrong
certificate” appear, follow these instructions:

Close your web browser.

Remove and reinsert your PIV card into the card reader.

Reopen your web browser.

Navigate to https://www.employeeexpress.gov/DefaultLogin.aspx.
When prompted, select a different certificate.

e wnN e

7 Pl pasgr oruenes a sl el o - Wimidoss Ind el Frgeloerer

B b PR ) stk .8

Your PIV Card (badge) is missing or you may
have chosen the wrong certificate

Plagsn fry the follaming

& Clpgs ol brosser windawer, re-reesrt poar PIV (bedge |, snd fry sgen

n [ pgas Bed mEeR than and FIV cerfouts whih Deamgied 12 Jadr B
Digitel Covifioste- chaoia & different certhcats

Miks pors thet soor PIY cand resder sofware heg meds the POV csrmfomss
i el b gl BT

Use pour Web browser's seourdy Feghures fa encure thal your dient
cRrifroabe o nFtaied property

[¥ pou cofbfuie b Bl proflarme, plgis SoREAET ponr d7 B admingiraior
o the Ermplaye Eupereds help desk st 4T8-757-3000. Reference: FIV
Error 057,

Employee Express — PIV Card Registration | 8


https://www.google.com/url?q=https%3A%2F%2Fwww.employeeexpress.gov%2FDefaultLogin.aspx&sa=D&sntz=1&usg=AFQjCNHoi3wdUSoK0Fv9CuHYIxRGzXoY9w

Financial & HR IT Services

GSA B

General Services Administration

Clear Internet Explorer Cache

If you are using Internet Explorer and you are having issues with the certificate dialog box popping up
continuously during the registration process, you might need to clear the cache from your web browser.

1. Open anew browser window in Internet Explorer. On the far right side of the screen, click on the
Tools icon or the Tools Menu Option, and select Internet options.

—_— - ‘ﬂr—'——'ﬂ_ T b — T
gy o iﬁl.l&i—ll-ﬂ?lﬂ'hfﬂ! 4 ﬂ
— | Prist

£ -'ﬂ'SJ'I'-E ®GRA nShe AN InShes Toam. [100%)

e T T B WS S = ™ S

Wiew dowrninach Cheda ]l
Klanage sdd- ot
F12 Drenlapar Took
0 b pererebd s

ok Compatbdity Wiew seftings
Awards m—p—
GRA Suliscnplion Abort lnbarmat Faploenr

Gel el G w—wr
BN B dopacy Bt indereat you

Cuick Diraciony Agency Mighaghts

[Cast Hama

Administrator’s

GSA Guest Wingless Info ingite.gea.goviAdminisiralors wands Enter Emadl Addrass

S5E - G5k Gowal G

Uhnar K1 - guest L

F CopdriM il 14 2 "] [

B e March New "Administrator's Awards" Announced
. O YO0 10 (COORTE CULHMIANG DATONMINGES BOIDES T SOMICK @ csA Central
Fd Dot More

Tools Thet katissd from Chatier

::'I,KI;:: Tvuvl:- V Farvm Chvarall The Oficas of the
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Employee Express — PIV Card Registration | 9



Financial & HR IT Services
GSAIT
General Services Administration

GSA

2. Select the Content, and click Certificates.

-
Internet Options

RS

|Ge|wal|Pm'acy| Content |m|ﬁwmlndvm|

Certificates
Use certificates for encrypted connections and identification.
2
'
[ Cearssistate | [ Cortifcates || Publshers |
AutoComplets
E AutoComplete stores previous entries
B on webpages and suggests matches
for you.
Feeds and Web Slices
@ Feeds and Web Slices provide updated
£ content from websites that can be
read in Internet Explorer and other
programs.

0 Some settings are managed by your system administrator.

[ ok ][ cancal || apoiv

3. Highlight any certificates you want to remove, and select Remove.

-
Certificates

Intended purpose:

Perscnal | Other People | Intermediate Certification Authorities | Trusted Root Certificatior| * | = |

[<at>

Issued To Issued By Expiratio.., Friendly Name

L.JALEETI'G VALLADA... Entrust Managed Ser... 1/1j2011 Eey Managemen. ..

L pl ALBERTE VALLADA,., Entrust Managed Ser.,,  12/5/2015  ALBERTO VALLA..,
#lALBERTO VALLADA... EntrustManaged Ser...  1/25/2013  Key Managemen,..
L.JALBEFI.TO VALLADA... EntrustManaged Ser... 12/5/2015 ALBERTO VALLA. ..

ol ALBERTE VALLADA... Entrust Managed Ser..,  12/5/2015  ALBERTO VALLA...

| nl ALBERTE VALLADA,., Entrust Managed Ser.,,  1/25/2013  Key Managemen,,,
CylGeneral Services A... Entrust Managed Ser...  12/5/2015  Card Authentica... '

ECOH25-IS5CAD1 7/13/2013  FTBeirne's ID

[ import.. | [ Export. | [ gemove |

Certificate intended purposes
Smart Card Logon, Clent Authentication

Learn more about certificates
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4. Click Yes in the dialog box, asking if you want to delete the certificates.

r A
Certificates —— A - - I“J

You cannot decrypt data encrypted using the certificates. Do you want
to delete the certificates?

= )=

LI?——— T

5. When you are finished deleting the undesired certificates, click Close.

-

= | e— - -

)

Intended purpose: [<.|5JI:=-

d

Personal |Dﬂ'1var People | Intermediate Certification Authorities | Trusted Root Certification * | *

Issued To Issued By Expiratio...  Friendly Mame

@ALBEF‘.TD VALLADA... EntrustManaged Ser... 12/5/2015  ALBERTO VALLA...

@ALEEF‘.TD VALLADA... EntrustManaged Ser... 12/5/2015  ALBERTO VALLA...

5| ALBERTO VALLADA... EntrustManaged Ser...  1f1/2011 Key Managemen...
@ALEEF‘.TD VALLADA.., Entrust Managed Ser...  1/25/2013  Key Managemen...
[ ALBERTO VALLADA... EntrustManaged Ser...  12/5/2015  ALBERTO VALLA...

@ALEERTD VaLLADA... Entrust Managed Ser...  1/25/2013  Key Managemen...
@General Services A... Entrust Managed Ser...  12/5/2015  Card Authentica...

Certificate intended purposes

Expaort... Eemove Advanced

Learn more about certificates
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6. Close the Internet Options window, and click OK to exit the screen. When you open a new web
browser window, the cached certificate(s) should no longer appear.

Internet Cptions M

| General | Privacy | Content | Connections | Programs | Aduan::edl

Certificates
Use certificates for encrypted connections and identification.

[ Clear 551 state ] | certificates | [ Publishers ]

AutoComplete

AutoComplete stores previous entries [ Settings ]
on webpages and suggests matches
far you,

Feeds and Web Slices
E Feeds and Web Slices provide updated [ Settings ]
| rcontent from websites that can be
read in Internet Explorer and other
programs,

@ Some settings are managed by your system administrator,

Ok ] [ Cancel Apply
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